


Multi-Factor Authentication

in Agent Portal



YHI-certified agents and brokers have access to Personally Identifiable Information 

(PII) such as consumers’ Social Security Numbers and birthdates. In an effort to 

safeguard consumer PII, and per Federal requirements, Your Health Idaho now 

requires two forms of identification to access the agent portal. 

Multi-Factor Authentication

• Multi-Factor Authentication (MFA) or Two-Factor Authentication (2FA) was 

added to all privileged users within the Your Health Idaho portal, as a means to 

further safeguard Idahoans Personally Identifiable Information (PII).

• In addition to MFA/2FA, Your Heath Idaho’s Federal Privacy and Security control 

framework; Minimally Acceptable Risk Standards for Exchanges (MARS-E) also 

requires:

– Limitation of concurrent logons sessions to (1)

– Idle time limited to 15-minutes before re-authentication is required

– Sharing of credentials is prohibited
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MFA Best Practices 

• If you have multiple offices or assist Idahoans outside of your office, it 

is highly recommended you leverage the mobile option.

• If you select landline, you will need to have access to that phone for 

authentication into YHI.

While we understand the controls outlined above do introduce operational 

inconveniences, the federal controls Your Health Idaho must adhere to 

help us safeguard the privacy of Idahoans.
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If you want to use a landline, 

follow these instructions:
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If you want to use a mobile phone, follow these instructions: 

Instructions
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QUESTIONS?
Contact Outreach@YourHealthIdaho.org

NOTE: If you get locked out of your account while using the multi-factor 

authentication, you must wait 30 minutes before trying again. If you are still unable 

to log in after 30 minutes, please contact outreach@yourhealthidaho.org
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